Department of Education

BYOxLInk — How to Guide

Use guest Wi-Fi service to connect a student’s MacOS
device

This document explains how a student can connect a MacOS device to the school guest
Wi-Fi network (EQGUEST) so staff can then complete the Intune enroliment on their

device.

The guest Wi-Fi connection is limited and only lasts for eight (8) hours. You may not be
able to access some resources such as shared network drives, printers or local school
websites through the guest Wi-Fi.

Note: Sign on will only work with a valid school email address

(<username>@eq.edu.au>). You should use your existing school EQ email address.

Step 1. Select the guest Wi-Fi network

a. Select the /7 Wi-Fi icon in the menu bar at the top of the screen

b. Select the EQGUEST Wi-Fi network. : R i SO
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c. A sign on page will be displayed.
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Step 2. Sign on to the guest Wi-Fi network

a. A Sign on page will be displayed
b. Enter your EQ email address and password

c. Read and accept the Acceptable Use Policy by ticking the box

d. Select S|gn On. L] Join “cEQGUEST”

Email:

g [ Flast1@eq.edu.au ]

The Department of Education’s information and communication technology (ICT) netwerk is available for approved purposes only. When using the ICT
network you must act at ail times lawfully and in line with the rules that apply to you which includes:

~The Gode of Conduct

- Department’s Standard of Practice

- Public Sector Ethics Act 1984 (Qid)

- Crime and Corruption Act 2001 (Qid)

- Information Privacy Act 2008 (Qld)

-Queensland Chief Office’s (QGCIO) ion security policy, framework and standards

- Departmental ICT policies and procedures

Unalithorised access and use may result in disciplinary action being taken against you. If the department reasonably suspects you are using the ICT
network in @ manner that constitutes a crime, the department will refer the matter to the police.

You must not attempt to access systems for which you are not autherised, share or let others use your unique usemame and passwords, or disclose
passwords to anyone (even in periods of absence).

If you need mere information about acceptable use of the department's ICT network contact your manager or director.

R loanina in . this riexica. vnil demansirate vt hava rear and Hindarsinn this statement

v agree to the terms and
» onditions
. Sign On .

<[> @ guestqedgldgovau - Can
e. A success screen will display, close the window.
[ ] Join “"cEQGUEST"
: School Guest Wi-Fi i

Success
Congratulations you are now connected to the internet. If you have an Education Queensland Account please follow the
below guides on how to enrol your device into Intune to be granted:

« Greater than 24hr access to School Wi-Fi
« Automatic Setup of EQ email
« Access to a list of school endorsed applications and websites applicable for your device.

Step 3. Change Wi-Fi Proxy settings

a. Select the 7 Wi-Fi icon in the menu bar at the top of the screen

b. Select Open Network Preferences.
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c. Select Advanced. e <>

Network

Location: = Automatic

Wi-Fi —

Connected Status: Connected Turn Wi-Fi Off

Wi-Fi is connected to cEQGUEST and has the
@ Bluetooth PAN 9

Net Connected

IP address 10.172.11.7.

Thunde...lt Bridge ~

Mot Connected "} Network Name:  EQGUEST

Automatically jein this network

|| Ask to join new networks

Known networks will be joined automatically. It
no known networks are avallatle, you will have
to manually selact a network.

802.1X: WiFi Profile - 067... Connect

Show Wi-Fi status in menu bar

T — (Loovrcee. )

d. Select Proxies and then select the Auto Proxy Discovery checkbox.

@ Network

= Wi-Fi

| Wi-Fi TCP/P DNS  WINS 909.1><||Hardware
—J

Select a protocol to configure:

Auto Proxy Discovery
| Automatic Proxy Configuration
[T1 Web Proxy (HTTP)

e. For High Sierra Mac devices only, in the same screen, select TCP/IP and then
select “Renew DHCP Lease” on the right hand side of the screen.

f. Select OK.

< |2 ~ Network Q Search

‘@NS WINS  802.1X Proxies  Hardware

Configure IPv4: | Using DHCP
IPv4 Address: 10.172.11.7 [ Renew DHCP Lease ]
Subnet Mask: 256.265.255.0 DHCP Client ID: | -
Router: 10.172.11.254 ]
Configure IPv6: | Al ly
Router:
IPv6 Address:
Prefix Length:
? ~Cancel J] _OK
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f.  You will be prompted for further credentials when your device tries to access the

internet. Open the internet browser, Safari.

g. Select System Preferences.

Window Help

File Edit View History

ht

Apple iClout

Favourites

G W

ioogle Wikiped

Facebook Twitte

Proxy Authentication Required

Enter the password for the HTTP proxy
proxy2.eq.edu.au:80 in System Preferences.

128

Not Now

Frequently Visited

h. Enter your username and password given to you by your school contact. Select

OK.

Proxy Authentication Required

Enter the password for the HTTPS proxy

Username

Flast1

Password

proxy?.eq.edu.au:B0

[oeeess ]

i. If you time out or close the browser, you will need to go through steps ‘a’ to ‘c’

again.

j-Inyour internet browser, check your internet is working. If your internet is not

working, please contact your school IT support staff for assistance.

Step 4. Next steps

To access school email, learning applications, printers and shared network drives and

applications, you will need to enrol your device into Intune. Refer to:

How to Guide - MacOS - Getting your device ready for school

Or

Intune installation video for Mac devices

to complete this process.
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https://intranet.qed.qld.gov.au/EducationDelivery/educationandict/Pages/default.aspx
https://mediasite.eq.edu.au/mediasite/Play/a7d74c4e9d394f31b73f727a0c1e90fb1d
https://mediasite.eq.edu.au/mediasite/Play/a7d74c4e9d394f31b73f727a0c1e90fb1d
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Getting your BYO device ready

for school: Intune

Mac version

Intune is a secure mobile management system that allows you to access the

school’s network.

These instructions will show you how to enrol a BYO Mac device into Intune

and install an application. This process may take up to 15 minutes to complete.

Before you start, please have ready the email address and password that has
been supplied to you by the school. If you do not have this information, you will
not be able to successfully complete the installation. Please contact your

school to obtain these details.

These instructions are for High Sierra or later versions of MacOS. You may
find some of the screens look different to the ones provided here if you have

an older version of MacOS or there are changes made to Intune.
If the installation fails at any time, please re-open the Intune app and try again.

Please note: These instructions are provided for testing purposes only as part
of a pilot project. If you have any problems with installing Intune or using it

afterwards, please contact your school for assistance.

How to install Intune

Step 1
E:ﬁwm-mlcmsun.cam—mua:ol: ntune mam‘) ] TO Start’ ConneCt to the Internet’

open Safari and type in

= Misresoft Intune Wab Comgany Partal — partal mansge.mierssoitoom

Gaoghe Suagestions portal.manage.microsoft.com

O port

i portmans

O port douglas

i port douglas markets
O3 port douglas weather
0 port macquarie

Bookmarks and History
Microsoft Intuna Web Company Portal e sl manng e micresart
Microsoft Intune Web Company Portal perial manage.microsott

el

=
b i f
'-.Li:_‘_a.
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Step 2

B Microsoft

B Microsoft
Sign in

metud259@eq.edu.au 3

Mo account? Create onel

Can't access your aceount?

- (D

Sign-in options

Managed Internet Service

400 T s b dt bt
Usamame | v

Password* | ..

10 1 5gres o B condiomy of e wnd privecy sistement

Step 4

B Microsoft
mstud259@eq.edu.au
Stay signed in?

Do this to reduce the number of times you are
asked to sign in.

L

Don't show this again

Mo

Enter the @eqg.edu.au email
address you were provided
by your school and select
Next.

Your username may auto fill
or you will need to enter the
school username and

password you were provided.

Then accept the terms and
conditions and select Sign

in.

A prompt will pop up asking if
you want to stay signed in,
select Yes.
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Step 5

soe <o <o | The Intune company portal

will open, select Devices.

You don't have any apps yet

Your company hasn't made any apps available to you on this device.

Getting this device managed might let you access other company resources
available to you, such as email and documents. Go to Devices ta get started

see | D - | Then, select the option that

appears. This will either be You
don’t have any managed

Devices

devices or Tap now to tell us

@m.mmmmD which device you are using or
L)

add a new device.

Step 7

Add this device % |x| | Please select Download. It

may take a few seconds to
Adding this device lets Department of Education QLD make sure that
your device is allowed to access resources like email and apps. com p|ete_

To get started, click Download ta install the Company Portal app. Learn
more about how to install the Company Portal app.

If you've added this device recently, it may take a few minutes to show
up here.

What does enrolling and identifying my device do?

@D
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Step 8

Add this device a3

Adding this device lets Department of Edueation QLD make sure that
your device is allowed o access resources ke email and apps.

Tog , click D install the Company app. Leamn
mare about how ta install the Company Portal app.

1 you've aclded this device recently, it may take a few minutes to show
up here.

‘What does enrolling and identifying my device do?

Step 9

Add this device £3

Adding this device lets Department of Education QLD make sure that
your device is allowed to access resources like email and apps.

To get started, click Download to install the Company Portal app. Learn
moare about how ta install the Company Portal app.

If you've added this device recently, it may take a few minutes to show
up here.

What does enrolling and identiying my device do?

pent of Fiupation 01 0 Privacy Tarma  Eests E_Emﬁf"ﬂ’ﬂ"‘l_i1619W01—Ins(all!rpk‘ v

Open in Finder (

Step 10

® % Install Intune Company Partal

Walcome to the Intune Company Portal Installer

software.

& Introduction You will be guided through the steps necessary to install this

Select the Open box icon at

the bottom of your screen.

Then select the Open box
icon next to the Company

Portal Installar pkg file.

Please select Continue.

 Queensland
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Step 11

» Introduetion
® Licence

| =}

ws Install Intune Company Portal
Software Licence Agresment

English <]

MICROSOFT APPLICATION LICENSE TERMS
MICROSOFT INTUNE COMPANY PORTAL FOR macOS
These license berms are an agreement between Microsoft
‘Corporation (or based on where you live, one of its affiliates) and
you, Please read them. They apply to the application named
above, The terms also apply to any Micresoft

updates,

supplements,

Internet-based services, and

support services
for this application, unbess other terms accompany these itenms. If
50, those terms apply.
BY USING THE APPLICATION, YOU ACCEPT THESE TERMS.
IF YOU DO NOT ACCEPT THEM, DO NOT USE THE

Go Back ‘ Conlinue ’

Print... Save..

Step 12

o o Install intune Company Portal L
Te continue installing the software you must agree to the terms of the
software licence agreement.
® Inti Click Agree to continua or click Disagree to cancel the installation and gquit
@ Lic theinstaller.
&l .
| | Read Licence Disagree Agree ind
N il
ST AT 11 A e gy e g e s
+  updates,
® O & Install intune Company Portal -

« Intreduetion

» Licence

« Destination Select
» Installation Type

Standard Install on "MacHDD"

This will take 54.8 MB of space on your computer,

Click Install to perform a standard installation of this software
on the disk “MacHDD",

Install

Please read the license
terms and then select

Continue.

Select Agree to accept the
license terms in the pop-up

window.

Next, select Install.
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Installer is trying to install new software, |

o
» Introdi m Enbar your passward to sllow this.

o Licence Username: H.i-gitel
® Destingd password: [ssasssas] ]
+ Installat
» Installal
. cancor (ETIETETR)
Summ e
”F'_

Step 15
T w Install Intune Campany Portal B
Tha installation was Iy
» Intreduction
@ Licence
@« Destination Select
» Installation Type
® Installation The installation was successful.
& immary The software was il'|5tta|ked.k
r:'.u.-=r.!
/

ot I

Do you want to move the “Intune Company
Portal” Installer to the Trash?

To keep this package in its currant lcation,

L | click Keep.

. jcance

o Installation Type ~—

© Inetaiaten The installation was successful.
& Summary

The software was installed.
»

X ] ‘@ Inatall intune Company Portal -

Please enter your username,
password of your device and

select Install Software.

When the installation has

finished, select Close.

Once the program has
completed installing, please
select Move to Trash or Bin

option.
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Step 17
Microsoft AutoUpdate The Microsoft auto update will
AutoUpdats check 0 For mare .
information about ) C190KIng for updates... appear. Select Install if there
e are updates waiting.
Manually Ck .
S ralamatied Cancel Otherwise, select OK.
O Automatically Download and Instal
Jnin the Office Insider programme to get early access o rigw ralessss You may need to repeat th IS
If you choose te participate in this programme, all connected experiences .
will be enabled and the following data will be collected by Microsoft: step a few times.

required and opticnal diagnostics data, background diagnostic logs and
necessary service data. This data is collected from all pregramme
participants, but if you wish to turn off the collection of optional diagnestic

data or categories of connected experiences, you can do 50 by changing Once there are no more
privacy settings. In addition, you will receive emails from Microsoft with

impartant information about the Programime. updateS, you Can Close the
Choose how you get Insider builds z

Office Insider Slew - best far Insiders wha want 1o get sarly access 1o fully Microsoft Auto U pdate
supported builds with minimal risk and provide feedback to make Office

i program.

Learn mofe

Privacy statement

Programme terms
Check for Updates
Step 18

Next, you need to enrol into

Intune.

Select Launchpad and then

select the Company Portal

app.

MANO0 T alER0SROOAT Ve - mE

Then, select Sign In.

"1_54

Company Portal

Get access to work or school resources and keep them secure.
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Step 20

& Microsoft

BT Microsoft
Signin

mstud259@eq.edu.au L

Mo account? Create onel

Can't access your account?

- (D

Sign-in options

R
m Queensland Government

Department of Education

Usemame * | mstwud250@eq.eu.au

Password * | e

i | agree to the conditions of use and privacy statement

Change my password

Caneel sign-in

If presented with the
Microsoft Sign in screen,
enter your supplied EQ email

address. Then, select Next.

Enter the username,
password and accept the
terms and conditions. Then

select Sign In.

LN
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Step 22

Set up Department of Education
QLD access

Lot's 500 u2 pour aEwioe 102200ss your ofrad, dosdoes, WAL and apps for work

ran sl ] et

Gat your davice managed

1 vovsatoment o bt alion G0 v v o il § Minagernerl
Pral s I sezatk p301 2evis

Updata devics sattings

D coparvmment of bascation ULD rag s s v Lkt acan, e S6llin
D TEEEY

Lewm rmzre

v R )

Step 23

What can Department of Education QLD see?

() Daparimant of Education QLD can't:
+ Wira Sratrg b Etory 07 TR deare
» QN S0 SMak, COMICIE, 07 CIENI
+ ADTHGE TN PARTATIG
» RIWW foUr OODUMaTIS

+ KBTIy L e by e

Leaim mone

A Degartmant af Education QLD can;
4 \irea the mesie, mReel mmSar, AT ORISR RVRIRT,
o BRI TTC OITES OF IPES N Irsiaiicd

= ROET 06T OF Sinen dedce miaom y samings

-&D

This explains what your
school IT administrator can
and cannot see on your

Mac device.

Select Continue.
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Step 24
What's next?

% A ba Cremporry Partnl 1z slgn in 1z sha keazhad

£ VT yELT BIEE RGN plriennd

S Corm feice TEMeGeTIT! 1T S nam Prefaranzan

ek Condn, e 33 praseed

Leam mo'e

C J’
Step 25
e Profiles/MDM wants to make changes.

|
u Enter your password to allow this.

User Name: digital

Password: Inunun| I

Cancel @

Step 26

Confirm device management

“You need Profile in Systam Preferences.
o

“ IHWFMMrHM.

1. In"System Preferences”, select “Profiles”,

Z in Gigebar, select Prafile”.
3 Click “Approve.,” to aliow Department of Education QLD 10 manage work settings
N your Mae.

4. Click "Aggrove” when the Dooup apoean.
5. Come back 10 the Campary Portal, then click *Continue”,

4 Skipping this step will prevent you from sccessing all company rescurces

This screen outlines the next
steps. When What's next?
appears, select Enroll to

finish the installation.

This may take a few minutes

to complete.

Please enter the username
and password for your

device and select OK.

It may take a few minutes for
the management profile to
be installed.

Then, select Open System

Preferences.

\E
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profiles Q searcn Select Management Profile

and then Approve.

A Management Profile
f{:) Crdenlla\ Profile - 6A1H Department of Education and Training Verified

4. Functionality may be limited until this profile is approved.

Management Profile '
ngs

Management Profile -
s

1 setting

Description Install this profile to get access to your
'WiFi Profile - e31cead4- ‘company apps
3 settings Signed 10SProfileSigning.manage.microsoft.co

m
nstalled 17 Jun 2019 at 11:22 am

Rights Erase all data on this computer
Add or remove configuration profiles
Add or remove provisioning profiles
Lock screen

Step 28

Confirm you want to approve

Do you want to approve the “Management

Profile” profile? the Management Profile and
ﬂ Until this profile is approved, the management server
will have limited control over your device and you may Select Ap p rove.

not have access to all functionality.

? Cancel Approve

Step 29

Prties Q searn The system preference

screen will be displayed and

Management Profile

Credential Profile - BATE N .
@ 1 setting Department of Education and Training Verified ) i
et Profie you can close this window.
Description Install this profile to get access to your
company apps

PKCS1 Credential Profile

signed |0SProfileSigning. manage.microsoft.co

1 setting

m
:’KCSﬁ Credential Profile installed 10 Jun 2018 at 8:57 am
setting
Passcode Profile
1 satting Settings Certificate
?gf‘l;nl;vuhle - ModelNar Certificate
WIFi Profile - 067ccdB1- Mobile Device Management
] 3 settings SCEP Enrollment
m WiFi Profile - ce4354b7-
+|-= ?
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Step 30

Confirm device management

Yea N 10 AREICHS thi INETANATIon of & MANagamenT Prafile in Systam Pretrences.
This wil et YOU 0CCEES COMDaNY 1eS0urces from your Mac,

Open System Preferences

L In*Systam Praferances’, salect “Frofies”,

2. In the ien-hand sidebar, select “Management Profie”,

3. Ciick “Approve..” 10 allow Deparmant of Education QLD to mEnage work semings
0 olar Mac.

4, Click "Appeove” when 1he DOpUD Bppesrs.

5 Coma Back1s tha Cempany Pertsl, than sick "Centinua”.

L Sioping s $60 will Brovent you I1GM BEessing all COMERY MSOUNCES

Step 31

Set up Department of Education
QLD access
Let's S8t up your ivice 10 ACCess your emall, devices, Wi-Fi, and agps for work.
‘You will nead to:

Get your device managed

0 Gepartment of Education GLE requires you 1o install a Managoment
Profile to secure your device

Update device settings
Department of Education GLD might nesd you to take action, like setting
! 2 passcode.
Learn more
Pastpone
Step 32
You're all set!

You shoukd now have scoess to your email, devices, Wi-Fi, and apos for work.

Get your device managed

Departmant of Education QLD raquirns you 1o ntall 3 Managemant
Profile to secure your device

Update device settings
o might

Ahon, like setting

Dors

Close the Company Portal.

You have now finished installing Intune.

Ca=)

The Intune company portal
app window will still be open.

Select Continue.

Wait as the Company Portal

updates the device settings.

When the tick appears
against Update device
settings, your device has
finished enrolling into Intune.

Select Done.

It may take up to 15 minutes
to finish installing. You can
use the device in the
meantime but please keep it
connected to the internet.

¢ Zg} Queensland
IR Government
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